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The National Human Rights Action Plan of Kazakhstan for the years 2009-2012
(further referred to as the “National Plan”) herein presented to readers constitutes a
consolidated program of planned concrete steps for the improvement of legislation and
practices of its application, the national system of protection of human rights, and the
education of the population regarding human rights and mechanisms of their protection.

The National Human Rights Action Plan was approved by the President of
Kazakhstan on the 5™ of May 2009, No. 32-36.125.

The National Plan was prepared and founded according to the results of the
baseline report “On the Situation of Human Rights in Kazakhstan,” as analyzed by
governmental agencies, nongovernmental organizations for the protection of human
rights, and international organizations, using data from a sociological survey.

Establishing positive dynamics in the development of the country’s mechanisms
for the protection of human rights, the National Plan reveals the presence of gaps in the
legislative base and practices of application of rights, and the absence of sufficient
coordination and systematization in the work of governmental institutions and
nongovernmental organizations for the protection of human rights.

Implementation of the recommendations of the National Plan will allow
Kazakhstan to make new achievements in the formation of a legal government,
strengthen governmental and social mechanisms for the protection of human rights, and
create a well-developed civil society on a level with generally accepted international
standards.

The material contained in the National Plan will be beneficial to legislative,
executive, and judicial branches of government, law-enforcement agencies, lawyers,
representatives of extrajudicial institutions for the protection of human rights,
nongovernmental and international organizations, and other public associations or
diplomatic services accredited in Kazakhstan.
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Introduction

The adoption of Kazakhstan's National Human Rights Action Plan, the first
in its history, is an eloquent testimony to President Nursultan Nazarbayev’s
commitment to the further democratization of our country.

The first article of the Constitution of the Republic of Kazakhstan stipulates
that the highest values of our state are ‘“an individual, his life, rights and
freedoms.” Therefore, all our efforts during these years of independence have
been directed toward the realization of the fundamental rights of the individual and
society as a whole. During this time, Kazakhstan has been continually loyal to its
international obligations in the sphere of human rights and supports the efforts of
the UN, OSCE and other international organizations in this direction.

The practice of integrated activities of the state for the protection of human
rights has successfully proven itself in various countries and regions of the world.
Kazakhstan, adopting such a plan for the first time, is a pioneer of its use in the
post-Soviet era. | am confident that this plan of action will become a valuable tool
to improve Kazakhstan's legislation and law-enforcement practices in the sphere of
protection of human rights. Thus, the plan gives consideration to the improvement
of national legislation and law-enforcement practices, the activities of national
human rights institutions in accordance with international standards, the interaction
of the authorities and institutions of civil society, the definition of the level of legal
protection of an individual and his awareness of his rights and the key problems of
law-enforcement mechanisms and measures for their resolution.

The recommendations and procedures of the National Plan address issues
regarding the improvement of mechanisms for the realization of the constitutional
rights of citizens. Particular attention is paid to reinforcing the independence of
the judicial system, the development of non-judicial mechanisms for the protection
of human rights and the protection of the civil, political, social, economic and
cultural rights of citizens, including the rights of socially vulnerable groups, in
harmony with international standards.

The National Human Rights Action Plan for the years of 2009-2012,
presented today, not only launches the development of goals and objectives of the
new Concept of Kazakhstan’s legislative development, but also will serve as
criteria for the success of further steps toward the improvement of the mechanisms
for the protection of human rights.

We are grateful to the UN Development Program, the Embassies of the
Kingdom of the Netherlands and Great Britain in Kazakhstan, the members of the
work group and international and non-governmental human rights organizations
for their support in the development and publication of this very important
document.

Secretary of State Republic of Kazakhstan
Kanat Saudabaev



Greeting Words of the UN Resident-Coordinator/UNDP Resident
Representative in Kazakhstan Mr. Haoliang Xu

The first plan of the kind in the country, the National Human Rights Action
Plan in the Republic of Kazakhstan for 2009-2012 aims to strengthen the national
system of human rights protection, through specific activities and focus on
improvement of the legislation and the law enforcement practice.

United Nations firmly place human rights at the centre of their development
discourse, seeing promotion and protection of human rights as the bedrock
requirement for the realization of the Charter’s vision of a just and peaceful world.
The attention of the UN system to the promotion and protection of human rights is
demonstrated by the use of a human rights-based approach in the formulation of
development interventions, and by the multitude of initiatives dedicated to
addressing human rights issues at country, regional and global level.

The preparation of the Human Rights Action Plan for Kazakhstan is the
result of a successful cooperation between the Government, the United Nations
Development Programme, non-governmental organizations, other UN agencies and
other partner organizations who definitely supported this endeavor, such as British
Embassy to Kazakhstan, The Netherlands Embassy to Kazakhstan and the OSCE
Center in Astana. The preparation of the Plan was preceded by a baseline study and
report on human rights in Kazakhstan that analyzed the national legislation, the law
enforcement practice and compliance with international law provisions in human
rights protection. The Human Rights Commission and the group working on the
Action Plan took note of the international experience and the successes and lessons
learnt. Along with this stream of work, Kazakhstan has actively supported the
establishment and work of the UN Council on Human Rights, and is initiating the
Universal Periodic Review process, thus sending clear signals of its commitment to
the human rights agenda.

I firmly believe that the implementation of the Human Rights Action Plan in
Kazakhstan will contribute to better and more effective policy implementation, will
strengthen the rule of law and the respect for human rights and freedoms, and will
take to new levels the dialogue between the civil society and the Government. The
plan is instrumental for the implementation of the “Path to Europe” programme of
the Government of Kazakhstan, and more specifically for the Government’s
commitment to bring the national legislation in compliance to international
standards on the threshold of Kazkahstan’s Chairmanship in the OSCE in 2010.

I would like to express my sincere appreciation and thank all the
organizations and individuals who contributed to the preparation of the National
Human Rights Action Plan and wish it successful implementation!

Haoliang Xu
UNDP Resident Representative
UN Resident Coordinator in Kazakhstan
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Introduction

As is well known, the concept of National Human Rights Action Plans was
developed as part of the World Conference on Human Rights held in Vienna in
1993. The Vienna Declaration and Programme of Action for the development of
concrete universal measures for effective and long-term improvement of the
human rights situation, adopted within the framework of the given conference and
approved by the UN General Assembly, recommended that each State consider the
desirability of drawing up a National Human Rights Action Plan.

Kazakhstan, having become an independent State possessing the rights of a
member of the world community, actively demonstrates the importance of
developing human rights and a democratic society, and concentrates its efforts on
the formation of legal frameworks and the creation of mechanisms for their
support. In its years of independence, Kazakhstan has made serious steps toward
the application of international human rights standards in its national legislature.

At the same time, practice shows that in Kazakhstan, the work of
governmental institutions and nongovernmental organizations in the sphere of the
development and protection of human rights is characterized by the absence of
unity and coordination. A series of initiatives on the side of governmental
institutions in the given sphere do not meet an appropriate response from the side
of Kazakhstan’s nongovernmental and international organizations, and there is no
provision for participation in them by governmental agencies.

The basic reasons for the development of this situation are the lack of
sufficient experience and traditions, conceptual systematical adaptations of
international law-enforcement conceptions to our present day life, and the
necessary legal foundation. Based upon this, today it is important to create a law-
enforcement mechanism which will promote a systematical and coordinated
organization of work in the sphere of protection and promotion of human rights.
The current National Human Rights Action Plan of Kazakhstan 2009-2012 (further
referred to as “the National Plan™), is a consolidated program, stipulating concrete
steps for the perfection of human rights legislation, the national system for the
protection of human rights, and also the improvement of the education of the
population about human rights and mechanisms of their protection.

The National Plan is the first comprehensive document in the history of the
countries of Central Asia and Kazakhstan, formulating fundamental guidelines for
the internal and foreign policies of Kazakhstan in the sphere of human rights and
containing concrete proposals for the perfection of mechanisms and procedures for
their protection.

The National Plan was conceived and prepared by a work group educated in
harmony with the resolution of the international round table of April 17, 2006, and
dedicated to the development of the National Human Rights Action Plan 2009-
2012. The membership of the work group was selected on a parity basis: 50% of
the work group members were representatives of nongovernmental organizations
and 50% were representatives of governmental organizations.
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The objective of the National Plan is the information of Heads of State,
Parliament, and the Government of Kazakhstan regarding the human rights
situation in Kazakhstan, the gaps in the national legislature and law-enforcement
practices, the level of legal protection of the individual and his knowledge of his
rights, the improvement of the activities of institutions for the protection of rights,
and the main problems in the sphere of human rights protection and concrete steps
for their resolution.

In addition, the National Plan promotes:

- The definition of prioritized guidelines for work in the sphere of human
rights protection, requiring the urgent coordinated action of all branches of
government and nongovernmental organizations with the wide and active support
of the general population;

- The directing of the attention of governmental agencies and the public to
unfavorable situations and unresolved problems in the sphere of human rights;

- The definition of basic guidelines for the development of legislation and
law-enforcement practices in Kazakhstan in the areas of human rights, contributory
to the creation of an integrated system for the protection of human rights,
combining internal and international standards and norms, and governmental and
public mechanisms;

- The establishment of close coordination of national systems for the
protection of human rights with international legal systems;

- The development of the legal education of the population.

In the preparation of the National Plan were used recommendations from the
baseline report and yearly reports by the Human Rights Commission, data
provided by governmental institutions, nongovernmental organizations for the
protection of rights in Kazakhstan, international nongovernmental organizations,
and international organizations accredited in Kazakhstan, and also the results of the
sociological survey “Human Rights In Kazakhstan: The General Opinion”,
conducted per the request of the United Nations Development Program in
Kazakhstan by independent associations of sociologists in Kazakhstan which are
permanent members of the International Association of Sociologists (ISA). In the
National Plan was also used information received as a result of visitations by work
group members to institutions of the penitentiary system, health care, social
protection, education, cultural, construction sites, and other organizations; and
material from international conferences, “round tables,” and seminars, training
conducted by the Human Rights Commission jointly with governmental
institutions and nongovernmental organizations of Kazakhstan, international
human rights organizations during the period of the years 2000 to 2008, and results
of general conclusions and analyses presented by physical and legal entities to the
Human Rights Commission.

Questions regarding the guarantee of civil, political, social, economic, and
cultural human rights are analyzed in the conceptual portion of the national plan.

In the first section are analyzed in detail questions regarding the observance
of the human right to life and the inviolability of private life, to freedom of
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movement and residence, to freedom of thought, conscience, and religion, to
freedom to form trade unions, to hold peaceful assemblies and meetings, to
participate in the government (free and fair elections), to freedom of speech and
the receipt of information, to the protection of health and medical assistance. In
the context of the observance of civil, social and economic rights the results of
special studies by the work group are presented, dedicated to the actual question of
the observance of human rights and the guarantee of legality in the spheres of
migratory and labor relations. Furthermore, in the given section issues of current
importance are reflected, in the observance of the rights of individuals with
limitations (invalids), the Oralman, children, women, and national minorities, and
the right to education of the population. In the second section of the National Plan,
questions are analyzed regarding the guarantee of the rights of citizens to receive
free qualified legal assistance, and the observance of human rights in the course of
preliminary investigation and inquest, in the sphere of the performance of justice in
criminal, civil and administrative matters, in the stage of executive fulfillment, and
in the penitentiary system.

It would be well to note that Kazakhstan is a participant in more than 60
multilateral universal international agreements in the sphere of human rights,
including the International Covenant on Civil and Political Rights, the
International Covenant on Economic, Social, and Cultural Rights, the Convention
against Torture and Other Cruel, Inhumane or Degrading Forms of Treatment or
Punishment, the International Convention on the Elimination of all Forms of
Racial Discrimination, the Convention on the Rights of the Child, the Convention
on the Elimination of all Forms of Discrimination Against Women, and the
Convention Relating to the Status of Refugees and its Protocol.

In the context of the above-listed ratified international agreements,
comparative analyses of national legislation regulating the human rights sphere are
presented in all chapters of the National Plan, with the object of its compliance
with international standards, and also conclusions and recommendations for the
improvement of national legislation and law-enforcement practices in the area of
human rights protection. Concrete measures are specified, to be realized by the
government of Kazakhstan in the sphere of human rights protection for the years of
2009-2012.

A situational analysis of sociological research and assessment of the
effectiveness of the activities of governmental institutions for the protection of
rights, nongovernmental organizations, and mass media in the sphere of human
rights protection within the framework of the project “Human Rights in
Kazakhstan: The General Opinion” is quoted in all chapters of the National Plan
in context with concrete forms of human rights.

The expected results of the realization of the National Action Plan are
summarized in the conclusion, and future trends are formed for the improvement of
mechanisms for the protection of rights in Kazakhstan.



The Right to Life

The Right to Life constitutes the fundamental principle of all other rights
and freedoms included in this sphere. It represents the absolute value of world
civilization, in that all other rights lose their meaning in the instance of the death of
the individual. It is fully acceptable to consider this fundamental right as the right
of the individual to freedom from any illegal infringement on his life by the
government, its representatives, or private individuals.

Social conditions for the right to life are provided for in a series of
constitutional guarantees: the right to safe and hygienic working conditions
(Paragraph 2 Article 24 of the Constitution of Kazakhstan), social security in old
age and in the case of disease, disability, or loss of a breadwinner (Article 28), the
right to protection of health and medical assistance in state and private medical
institutions, the development of systems of health protection (Article 29), and other
guarantees.

As a matter of fact, all other rights one way or another are correlated to the
right to life. For example, rights such as the right to social protection, to favorable
environmental conditions, to a meaningful life, as well as the right to freedom from
cruel forms of treatment or punishment serve as supplementary instruments,
ensuring its effective realization. The government is obligated to recognize these
rights and create favorable conditions for human life with all available resources.
It is not accidental that crimes against the life or health of an individual are
categorically considered particularly heavily punishable criminal acts.

A separate issue in this area is the right of the government to apply the death
penalty as an exceptional measure of punishment of individuals committing
particularly heinous crimes. The right to life serves as a limitation of the death
penalty.

In Article 15 of the Constitution of Kazakhstan, 1995, it is stated:

1. Everyone shall have the right to life.

2. No one shall have the right to arbitrarily deprive a person of life. The law
shall establish the death penalty as an extraordinary measure of punishment for
terrorist crimes resulting in the death of people, and also for especially grave
crimes committed in times of war, with the provision of the right of the condemned
to solicit pardon.

The wording, “No one shall have the right to arbitrarily deprive a person of
life. The law shall establish the death penalty as an extraordinary measure of
punishment for terrorist crimes resulting in the death of people, and also for
especially grave crimes committed in times of war, with the provision of the right
of the condemned to solicit pardon” corresponds with Paragraph 2 Article 6 of the
International Covenant on Civil and Political Rights (ICCPR) and the interpretation
of this article, quoted in Paragraph 7 of the UN Human Rights Committee “General
Comment No. 6”.

In harmony with Section 5 Article 6 of the Criminal Code of Kazakhstan, the
death penalty in the case of a pardon may be replaced by lifelong deprivation of
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freedom or the deprivation of freedom for a term of twenty-five years, serving the
penalty in a correctional colony with a special regime, which is in harmony with
Paragraph 4 Article 6 of the ICCPR.

On December 17, 2003, the President of Kazakhstan, Nursultan Nazarbayev
signed the Decree “On the Introduction to Kazakhstan of a Moratorium of Capital
Punishment”. The given Decree was signed by the Head of the government in
compliance with Paragraph 1 of Article 15 of the Constitution of Kazakhstan,
reinforcing the right of everyone to life, which was directed to the realization of
determined Conceptions regarding the legal policies of Kazakhstan on the further
humanization of criminal legislation, and is an appropriate continuation of the
course toward the limitation of the application of the death penalty.

Many sociological surveys bear witness to the fact that the majority of the
population of our country considers the complete abolition of the death penalty
premature. It is impossible not to take into consideration the opinion of society;
therefore, as an intermediate step toward the further limitation of the application of
exceptional measures of punishment, a moratorium on the execution of the death
penalty was chosen.

The decree makes the provision for the abeyance of the execution by judges
of death penalty sentences. The introduction of lifelong deprivation of freedom as
an alternative to the death penalty may be considered warrantable. At the same
time, the death penalty in itself as a form of criminal punishment is not abolished,
but the execution of death sentences pronounced by judges is only halted. The
moratorium does not have a time limit, but may be revoked due to necessity.

There is good reason to believe that the establishment of institutions for life
imprisonment will keep the instances of execution by judges of death sentences to
a minimum and create the necessary prerequisites for the possible complete
abolition of the death penalty.

Currently, discussions are taking place regarding the signing and ratification
by Kazakhstan of the Second Optional Protocol to the International Covenant on
Civil and Political Rights and the complete renunciation by our country of the
execution of the death penalty as a criminal punishment. This is directly related to
the declaration of the Constitution of Kazakhstan of the principle of the inalienable
value of human life and its protection.

The introduction of amendments to Article 15 of the Constitution of
Kazakhstan significantly constricts the scope of execution of the death penalty,
delegating the final resolution of these issues to the law. But the law until now has
not been passed, because of disagreement on the issue of the necessity to preserve
the death sentence, or on the contrary, to fully abolish its execution.

Advocates of the preservation of the death sentence give as reasons for their
position the danger of increase in particularly serious crimes. Meanwhile, from the
day of the introduction of the moratorium on the execution of capital punishment,
such an occurrence has not been observed, although penalties in the form of the
death sentence practically did not occur. The convicted, condemned by past
sentences (mainly before the introduction of the moratorium) to the death penalty,
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were held in places of imprisonment and served their sentences with the
deprivation of freedom. At present, other forms of penalty have replaced all of
their death penalties.

Confidence may be boldly expressed that the moratorium on the execution
of capital punishment, in coming years, and possibly altogether, will not be
revoked. Consequently, even if the death penalty will be given by sentence at
some time, it will not be executed. The questions arise: Why, then, from year to
year, accumulate the number of such convicted? Isn’t it really so, that in the future
they will again be pardoned? But before that, the status of individuals condemned
to the death sentence, upon whom is applied the effect of the moratorium, is legally
uncertain, which fundamentally violates their rights.

Many countries have revoked the death penalty; among them, developed
European countries and countries with problems in areas of economics, political
life, and law and order.

The inclusion of the death penalty in the Criminal Code is only grounds for
affirmation of the repressiveness and inhumanness of the legal policies of
Kazakhstan. It follows, that it is necessary to bring about corresponding changes
to the Criminal Code.

In Kazakhstan, there have been no instances of extrajudicial or arbitrary
sentences or the forced disappearance of people, executed by law-enforcement
agencies or agencies for national security.

Nevertheless, in order to realize the position of the ICCPR, it is necessary to
come to as broad as possible interpretation of the right to life, including compliance
with Paragraph 5 of the UN Human Rights Committee “Remarks on General Order
No. 6,” that protection of this right in a broad sense requires the application of
constructive measures in various spheres, for example, the reduction of children’s
mortality and the increase of the average life span, the fight against poverty and
disease, etc.

No. Action Deadline Executors

1. | With the aim of perfecting national | 2011 Ministry of Justice,
mechanisms for the protection of Ministry of Foreign
human rights and citizens of Affairs, with the
Kazakhstan, the reinforcement of participation of
international mechanisms for the Of the Prosecutor General,
protection of human rights and for The Supreme Court, and
the full revocation of the death the Human Rights
sentence, ratify the Second Commission
Optional Protocol of  the
International Covenant on Civil and
Political Rights of December 15,
1989, directed at the revocation of
the death penalty (UN General




10

Assembly Resolution 44/128 of
December 15, 1989).

2. | The conducting of “round tables,” | 2009- Ministry of Justice,
seminars, and conferences on the 2010 Prosecutor General,
issue of revocation of the death Supreme Court, Ministry of
sentence Foreign Affairs, Human

Rights Commission,
nongovernmental human
rights organizations (per

agreement),
UN Development Program
(per agreement),
The Center of OSCE in
Astana (per agreement)

The Right to Privacy and Protection of Personal Information

Private life (privacy) is a fundamental human right, acknowledged in the UN
Universal Declaration of Human Rights, the International Covenant on Civil and
Political Rights, and many other international and regional agreements. Privacy lies
at the foundation of human dignity and other key values, such as freedom of
assembly, freedom of conscience, freedom to create trade unions, and freedom of
speech. Privacy has become one of the most meaningful human rights in modern
times.

Almost all countries of the world acknowledge the right to privacy in their
constitutions. As a minimum, these constitutional norms include the right to the
inviolability of dwelling and secrecy of communication. In some new constitutions
there are also mentions of limitations to the right of access to personal information.

According to Article 17 of the International Covenant on Civil and Political
Rights, ratified by Kazakhstan: “I. No one shall be subjected to arbitrary or
unlawful interference with his privacy, family, or correspondence, or to unlawful
attacks on his honor and reputation.

2. Everyone has the right to the protection of the law against such
interference or attacks.”

In 1988, in its thirty-second session, the UN Human Rights Committee
passed the “General Comment No. 16” to this article of the ICCPR:

“l. Article 17 provides for the right of every person to be protected against
arbitrary or unlawful interference with his privacy, family, home or
correspondence as well as against unlawful attacks on his honor and reputation. In
the view of the Committee this right is required to be guaranteed against all such
interferences and attacks whether they emanate from State authorities or from
natural or legal persons. The obligations imposed by this article require the State
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to adopt legislative and other measures to give effect to the prohibition against such
interferences and attacks as well as to the protection of this right . . .

3. The term “unlawful” means that no interference can take place except in
cases envisaged by the law. Interference authorized by States can only take place
on the basis of law, which itself must comply with the provisions, aims, and
objectives of the Covenant.

4. The expression “arbitrary interference” is also relevant to the protection
of the right provided for in Article 17. In the Committee’s view the expression
“arbitrary interference” can also extend to interference provided for under law.
The introduction of the concept of arbitrariness is intended to guarantee that even
interference provided for by law should be in accordance with the provisions, aims,
and objectives of the Covenant and should be, in any event, reasonable in the
particular circumstances . . .

7. As all persons live in society, the protection of privacy is necessarily
relative. However, the competent public authorities should only be able to call for
such information relating to an individual’s private life the knowledge of which is
essential in the interests of society as understood under the Covenant . . .

10. The gathering and holding of personal information on computers, data
banks and other devices, whether by public authorities or private individuals or
bodies, must be regulated by law. Effective measures have to be taken by States to
ensure that information concerning a person's private life does not reach the hands
of persons who are not authorized by law to receive, process and use it, and is
never used for purposes incompatible with the Covenant. In order to have the most
effective protection of his private life, every individual should have the right to
ascertain in an intelligible form, whether, and if so, what personal data is stored in
automatic data files, and for what purposes. Every individual should also be able to
ascertain which public authorities or private individuals or bodies control or may
control their files. If such files contain incorrect personal data or have been
collected or processed contrary to the provisions of the law, every individual should
have the right to request rectification or elimination.”

International practice in the area of protection of privacy and personal
information is leading in the direction of the passing of special laws designed for
the protection of an individual’s privacy.

The main reasons for the substantiation of the necessity to pass such
legislation are:

- The necessity to correct mistakes of years gone by. The adoption of
corresponding legislation allows the correction of the consequences of human rights
under totalitarian regimes of past years;

- The promotion of the development of electronic business. Legislation
concerning privacy is included in packages of legislation directed toward the
establishment of unified regulations of electronic trade;

- The guarantee of compliance of national legislation to international
circumstances.
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Nevertheless, international experience in the passing and realization of
legislature and other forms of protection shows that the violation of privacy, as
always, remains a large problem. In many countries lawmakers do not keep up
with technical processes, and this leads to the appearance of large gaps in the area
of protection of human rights. Sometimes, law-enforcement organizations and
special services prove to be endowed with exclusive power. Eventually, in the
absence of proper control of the execution of the law, the existence of the law in
itself does not yet mean active protection.

In many democratic countries, human rights violations in connection with the
control of communication are widespread.

Even in countries with strict laws regarding privacy, law-enforcement
agencies even so keep a large dossier on citizens who are not accused of anything
and are not even suspected of the committing of crimes.

As a whole, the protection of the right to privacy has many threats.

The complexity of information technology increases continually. New
methods of collecting, analyzing, and distributing information on private
individuals are emerging, and this compels consideration of the urgent introduction
of corresponding legislature. Recent research in the area of medicine and health
care, telecommunications, and the many means of transportation and transfer of
financial resources has significantly increased the quantity of attainable information
on each individual. Powerful computers connected by high-speed lines may be
used for the compilation of a detailed dossier on any member of society, and for
that a central mainframe computer is not required. New technology, developed
originally for defense needs, is used for the armament of law-enforcement agencies,
governmental structures, and private companies.

As shown in surveys of public opinion, people in many countries of the
world are now more afraid of the violation of privacy than at any other time in
modern history. Entire groups of citizens in various countries express their concern
about the invasion of their privacy, and this compels ever greater numbers of
governments to pass legislation especially designed to protect privacy.

Today, it is evident that information technology develops with enormous
speed.  Opportunities for the invasion of privacy — or, at least, potential
opportunities — also are increasing.

In addition to these obvious aspects, there are a whole series of important
factors affecting the violation of privacy:

Globalization, that is, the disappearance of geographical borders to the flow
of data. The development of the Internet is possibly the most well known example
of this.

Convergence, that is, the destruction of technological barriers between
systems. Contemporary information systems freely interact, and can exchange with
each other and process various types of data.

Multimedia, that is, contemporary forms of presentation of data and images,
presented in one format, may be easily converted into another format.
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Under these conditions, corresponding international tendencies and
contemporary summons for legal regulations guaranteeing the right to privacy are
necessary.

Of all human rights which are well known in international legislature,
privacy is the most complicated to determine and classify. The definition of
privacy varies widely depending upon circumstances. In many countries, the
conception of privacy is restricted to the protection of information (privacy is
interpreted in terms of protection of personal information). Outside of these
sufficiently strict frameworks, privacy often is considered as a boundary over which
society should not cross, interfering in private life.

In this case, privacy can be divided into:

Informational privacy, which includes the regular gathering and processing
of personal data, such as banking or medical information;

Physical privacy, pertaining to the protection of the physical integrity of a
person from outside interference, such as investigation by internal organizations;

Privacy of communication, which means the safety and inviolability of postal
messages, telephone conversations, electronic messages, and other forms of
communication, and also

Territorial privacy, including intrusion of residences, and also of the work
place and in public areas.

At the heart of contemporary models guaranteeing privacy lays the principle
of “the protection of rights.” In compliance with this principle, the State is
obligated to provide legislative protection of the personal information of its
citizens.

This legislative protection should touch upon:

- The use of personal cards or files, which to one extent or another are used
in practically all countries of the world. The type of card, its purpose, and the
amount of information varies and the personal information contained in them is
used for various purposes. Systems for collecting information may be aimed at the
fight with extremism or terrorism, or may be simply a part of the national
registration system. A national identification system requires strengthening of its
protection of privacy.

- Biomeasurement, that is, the process of collection, processing, and 